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ATTATEMENT 1
Ssmmnmh e 4

- 001 OJJRIER SYSTEM

1. ' 8ize and Suparvision

00T maintains its own Courier System conaiating oi'| |full-
time stalf cmployses with Spocial Clesrances ( , ]
The [ ]| 08-4 courlers arc on loan from the Mail and Courisr Branch and

perform full-time services for OCI.  All couricrs operata under the

direet smupsrvisioh of ihv Support Staff and their official dutics are

 monitored by the Sccuritny 228ics/0CI. No attempt im mads to monitor the

off-duty time of these couariers.
2. Procurement

Procursment of irternal couriers (G8-lLs) is usually accomplished
by prroonal cortact and rooommendation of a senior courler or in consulta-
tion with the Chief, Mall and Gourier Branch, Office of Loglstics. Rx-
ternal couriers (G8-Ts) who porform & wore responsible role may be chosan
in the same manner fror antng cxperienced Agency courlers, but mors ofiam
are sclevtoed from promisiug young carceris: s in OCL whose ilntellligeuce,
aeavness, doptrdatiidty, and unguestioned loyalty morit promction to this
grade. The CGhief, Bupport Staff, OCI, mekca final delermination in the
appointment of all OCT couricrs. Appointecs to courier positions in OCI
show remarkabls stability, and the low rate of attrition is sttributed to
persopal loyalty and Job natisfac~tion.

3. Olca.rmces

. 0ocI ccm'iurs are clearod for access w elassiﬁad :lntomat.ion,
including TOP SECRET by the Personpel Security Div:taion, 0ffice of
Security, and are designated Alternate TOP SECRET Comtrol. Officers by
the CIA TOP SECRET Control Officor. In addition, 'bhny have.beon 1ssued

" clearances for handling CI and Special Indicator materials by the .

Security Offics, OCI, and have beon granted "Q" elsea.rs.nm by the Bamn"ity
Officer, O8I, t¢ hendle rostricted data. Special’ olamms lamued by
outside nganciaa authorizing couriecrs agcess to thair aecm'ity arcas

(1.e. the Pentagon, AEC Bailding, ote.) 1s: me.ngad by OCI on'a mtua.l]q

acceptable baais, At tha time ‘of this Wction ull clqmncea WeTe -

current. ‘Provision is made by the Offise’of Securlty, OCI, to make this

an antomatic anmial procedurg--at the same.time to recover apecipl
cl.earanws of 1nd1vidua.la who may 'be mlimd from tlii #:.gnme t.

k Oourier Feqpmibﬂig;{ and Wo'

S8 m:lintomal nmn-iers ha.ndln tha

a&n ﬂparr' orni
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offfce mosssnger service within the corfines of "MY and "Q" huildi-gs.

“Classificd materials, deostined for dellvery ou*)-aidc 0CI &nd rot requir-

- 1ng spezcial handling, are delivercd to the Maill and Gcmrier Branch,
Offien of Ioglistics, far processing. :

b. The duties of external courisre involve delivery of CI
Bpacial ‘Indicator mail to Bpacia.l Indicator centara ’ a.nd to anxbhoﬂmd
individuals. -

..

5 Bp_ecial Canters

t-‘,".!-

~ - 8. £Bpecial Conters are sscurity-a;ppmved mas located
tb.roughcut the intelligence community and sproific offices in which
additional security safoguards have boan installed for the storagn

~and safeguarding of CI Speeial Indicator mail. Within CIA theso centers

 arc located 1n 'bhe office of the DCI; DD/I, DD/P, 081, OCL, ORR; OC
and 08.

b.  Bchedulod deliveries to the more importaut Spocial Centers -

and outside offices {nclude the office of the President, the Executive
Offices of the White House (Spacial Assistant for Socurit ty Operatlons,
Operations Coordination Board, the President's Board of Consultants on
Forelgn Intelligence Activities, and the Exccutive Sscretary, National
Security Council), the Fedorpl Burean of Investigation, Atomic Enpergy
Gomnission, and t&w National Indications Center. Wwhen s courier is re-
quired to deliver Cl Spsclal Indicator materiasl to persons ocutglde of
the Bpeclal Centers, he 1s charged with the responsibility of remaining
with the material at all times. For examplc: If-OI Special Indicator
material is called for by the Vics 6 Prosidont > the eourier would procced
to that offiece, delivwr the materisl to Mr. Nixon personally, and remain
.in his office while the material wess reviewed. After mviewzg.ng -the
Vice Pregident would roturn the material to the courier. ~

; c. These dally high-level contacts are gasantial to the proper
conduct of Agency Businecss.’ Obviously, the calibre of individuals
selected for this duty should reflect credit upon the Agency. We
consider that grade GS»-T is' commensurats with the. :msponsibilities in-
volved, and therefora, Justified despite the fact, 'E.hn.t grade G8-T for
- courder positions in other ﬂdmrmn‘ba.l agonel es 1g

Asency |
6; C'ouriar R.ceipts
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SEJRET maten r‘t&h For OCLl Epecial Indicator materlal, Courier Ricelpt
Form No, 1537, 1a habibually employed ir. complience with Agency Roguls~
tior .

T. T‘Ea.nsportation

~ a. Two sedans azd a atacbion wagon m@.atored to CIA by GSA
and carrying U.B8. Governmout llcenses are assigned by the Agency Motor

" Pool for the exclusive uss of 08I cour'ers. Couricrs act as chauffeurs

and usually travel in palrs with one notadlc exception~~tha 0500 run
to the Pentagon.

b. The courler assigned to make the run:to the Atomic Enorgy
‘Commiseion at Germantown, Maryland, is driven to the Matomic Bullding
at 1717 € Streoet wherc hn boards the ABC shuttle bus direct to the AEC
building sitc. Thore have been fow occasiorns for DCI courlers v Yravel
great distances 4o deliver C1 matertal (1 1958 whon the Presidcon:, was
staying at Auginta, Georgia). Transportat!ioz ir suth casos ie by flrat-
clasg commeycial carrior; the ’*oaricv* sravels alone but is armed.

8. Evaluation of 8:rarity of OCL Courior System

a. Tho fact that durlsg the past five yvars thora has been uo

. record of lost or comproziasd clasaificd materials rtraccabls to a Wrgach

of sacurity ou the part o* OC! ~ouricrs 1= ;rr‘aﬂf‘y trg, but is not proct
that, the 001 Couricr Bystoa is <ompletily sozurs.

4 b. This anﬂable, record could b lmpalred tomorrow should am
accident occur to ths armnd courler on the dally 0500 runm to the
ntagon. Without|

\there exists the
possIbITIty of serlous compromlsc ol classlticd information and damage
to the Nationa’l. Becurity.

¢« Casual concern on the part of suparvisors and monitors in
accounting for courlers' time ewsy from heedquarbers creates unmeces-
sary security harards. Couriers are instructed fo'make suthorized . .- !
pdomster resdings or © . . .
examination of drivers' trip ticket.(if used to erify this. Clan-' ST
destine contacts arc thus made possible and unﬁm:'e:d.sting' conditions

. may complntely escaps detection. ' *

d. Constant, repetitious indoctrinat.ior o cou:gim w:tth thsar:lr

' 1ndiv:l.dnal responsibilities for the security of c.msi;i’d mmterlala ip

aﬂecti*m and should contim £ i

S
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. ¢. Thn» furctions of OCI Iptermal courler system Tan bn in-
' .}ggi-corpornt.ed into the official Agency Courler Bystem Without loas of
© efficlency or forfolt.re of recurity.

‘ f. Tho extram: sonsitivity of tho materials involved; the
extent of. cicarances rcguired and the abnormsl hours exterpal courlors
are called upon to work in OCI, make 1t dﬂsirable to restrict this ac-

A tivity to a relatively fow ‘:Lndividuals

9..' Conclusions and Recommendations

S-curity of the OCI Courier Syut.em ie Jeopardiz,ed not so mue.h
by lack of compliance with prescribed shcurity procadures as by fallura

to provide the courier with the proper mrans to sa.feguard clasaified
material whilo in trazsit. It is

Racommendod thad:

" a. A two-way radio tzlephono b~ installed ix: all w:hiclcs '
used for courler sarvice.

25X1

- d. Courier drivers be issued a trip ticket similar to that
‘Tused by commarcisl ceb drivers to properly.: a.ceount- Lor. their ‘
" wheresbouts. Daily spsedometer readings of the veh:lcla to be
chacked against cach completed trip ticket. , .

- @. OCI contims the cpcration of its own xternal courier
Bervic& under its special authority. .
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